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Summary

The privacy of chemical structure is of paramount importance for the industrial sector, in particular for the
pharmaceutical industry. At the same time, companies handle large amounts of physico-chemical and
biological data that could be shared in order to improve our molecular understanding of pharmacokinetic
and toxicological properties, which could lead to improved predictivity and shorten the development time
for drugs, in particular in the early phases of drug discovery. The current study provides some theoretical
limits on the information required to produce reverse engineering of molecules from generated descriptors
and demonstrates that the information content of molecules can be as low as less than one bit per atom.
Thus theoretically just one descriptor can be used to completely disclose the molecular structure. Instead of
sharing descriptors, we propose to share surrogate data. The sharing of surrogate data is nothing else but
sharing of reliably predicted molecules. The use of surrogate data can provide the same information as the
original set. We consider the practical application of this idea to predict lipophilicity of chemical com-
pounds and we demonstrate that surrogate and real (original) data provides similar prediction ability.
Thus, our proposed strategy makes it possible not only to share descriptors, but also complete collections of
surrogate molecules without the danger of disclosing the underlying molecular structures.

In spite of an increased investment in preclinical
pharmaceutical research, the overall number of
new drugs registered by regulatory agencies
remained approximately unchanged over the last
decade. It is estimated that the total pre-approval
cost of production of a new drug is in the range
from US $800 millions [1] to more than $1.7 bil-
lion [2]. The cost of drug development is currently
55% higher than the average cost from 1995 to
2000 and it is rising largely as a result of an

increasing failure rate for prospective drugs in
clinical trials [2]. One of the main reasons of high
cost of drug production is the failure of candidate
drugs in the later phases of clinical testing due to
poor pharmacokinetic and toxicological (ADME/
T) profiles of these compounds. Thus, many
pharmaceutical companies are changing their
strategy for drug development by emphasizing
ADME/T properties in the early phases of drug
discovery. Both biological and physicochemical
properties of compounds are considered in the
early stages. This strategy, however, requires the
evaluation of a large number of compounds, which
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is both time- and cost-intensive. The development
of reliable computational models can dramatically
speed up this phase of drug development and
decrease the costs.

Despite the growing number of commercial
software products available for ADME/T prop-
erty calculations, the quality of predictions
remains poor even for a simple and well-charac-
terized property such as the 1-n-octanol/water
partition coefficient (logP) [3, 4]. The general
explanation of this phenomenon is the inadequate
availability of data that can be used to develop and
test new programs. Data sources are usually
limited to what is disclosed in the public domain;
at the same time, the private sector has produced
relatively large amounts of in-house data, which
could be used to enhance the publicly available
datasets and thus lead to the development of more
reliable programs [5]. Extended to properties such
as cardiac toxicity (e.g., Q-T prolongation syn-
drome) and other difficult-to-evaluate properties
that are relevant in the clinic, an effort to increase
the amount and quality of data available in the
public domain could be mutually beneficial to the
public at large (patients), and to the pharmaceu-
tical companies that participate in such data
exchange, as the quality of ADME/T predictions
is likely to improve dramatically.

Unfortunately, the pharmaceutical houses are
unlikely to freely release such data to the public
domain. The reason stems in the competitive
nature of this business, and the need of the private
sector to keep secure the structures of those
chemicals that have not been disclosed in patents
or other publications. Such information could
benefit competitors and may hurt the interests of
the company disclosing data. Therefore, the interest
in developing methods for the safe exchange of
chemical information has increased.

In the current article we analyze some theoret-
ical limits on the number of descriptors that can be
used to decode molecules from its 2D-descriptors.
The limit appears to be prohibitive and thus
chemical descriptors may at least in theory lead to
disclosure (via reverse-engineering) of the molec-
ular structure from their descriptors. Therefore, we
propose a new strategy based on encoding mole-
cules as surrogate data. Furthermore, we apply
this procedure to prediction of lipophilicity of
chemical compounds.

Data

The data used in this study were collected from
two sources. The first collection (Pub_NZ) in-
cluded molecules publicly available from the LMC
Chemical Information Services available at the
National Cancer Institute (http://cactus.nci.nih.gov/
PubDBs) and a number of different vendors col-
lected at ZINC database [6]. The SMILES from
databases with at least 10,000 were selected from
the LMC site and all databases were downloaded
from the ZINC. The second collection includes
molecules available at iResearch� library, Chem-
Navigator (http://www.chemnavigator.com). The
disconnected molecules (such as salts), molecules
that could not be processed with ALOGPS pro-
gram [7] (freely available at http://www.vcc-
lab.org) and molecules without carbon atoms
were excluded from the analysis. For each collec-
tion we extracted all the unique, non-stereoiso-
meric SMILES. Statistic for both datasets is
shown in Table 1.

Method

The Associative Neural Network (ASNN) [8, 9]
represents an ensemble of N neural networks

Table 1. The statistics of analyzed databases.

Database SMILES atoms1 size, bytes atomsa/molecule method compressed size, bytes bits/atom

Pub_NZ 2,454 537 64,431 783 117,477 654 26.3 gzip 1.3.3 28,877 816 3.58

WinRar 3.42 16,686 921 2.07

bzip2 1.0.2 20,068 848 2.49

IResearch library 13,333 629 405,609 998 712,299 408 30.4 gzip 1.3.3 80,857 933 1.59

WinRar 3.42 47,648 330 0.94

bzip2 1.0.2 53,946 272 1.06

aNumber of non-hydrogen atoms.
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trained on various subsets of the initial training set.
Naturally, for the current analyses the molecules
were represented by their descriptors. Each row of
indices (data case) corresponded to one molecule.
The learning dataset of each network in the ensem-
ble is selected by chance as 50% of the initial training
set. The remaining part of the initial dataset, the
validation set, is not used directly to update neural
network weights but is applied to terminate the
neural network training when performance of the
network on the validation set is maximum. This
training process is known as early stopping over
ensembles and it is well illustrated by Figure 2 from
Ref. 10. Following the training of the ensemble, one
can calculate an ensemble average

�yi ¼
1

N

X

j¼1;...;N
y j
i ð1Þ

where yi
j is calculated value of neural network j for

data case i and �yi is ensemble average for the same
case. Indeed, since we have an ensemble of j=1,...,N
networks (models), each network, j, will calculate
for each data case, i, one value, yi

j. The formula (1)
corresponds to a simple way one can deal with
ensemble of predictions, i.e. just to average all
values. The use of ensemble averages decreases the
variance of neural networks. The ASNN introduces
a similarity of data cases i,t in space of residuals,
yj

i � �yi, of neural network (NN) as Pearson

qði;tÞ¼

P
j¼1;...;N

y j
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� �
y j
t � �yt

� �
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or Spearman rank correlation coefficients (in the
later case the values yi

j are substituted by their
ranks).

The prediction of the ASNN is calculated as

�y0i ¼ �yi þ
1

K

X

j¼1;...;K
fj � �yj
� �

ð3Þ

where fj is experimental logP value of compound j
and the summation is performed over K – nearest
neighbors (this number is optimized in the ASNN
method) determined with Equation 2 of the
analyzed case i.

The ALOGPS 2.1 program [7–9] used in this
study was developed with the ASNN (64 networks
in the ensemble), based on 75 E-state indices
[11–13] and 12,908 compounds from the PHYS-

PROP database [14]. A molecule calculated with
the ALOGPS program is represented by a set of 64
ranks, i.e., a set of 64 integer values. The ranks 1
and 64 corresponded to the largest and the
smallest values, respectively, predicted by the
neural networks in the ensemble. Examples of
different representations of Morphinan-3-ol, 17-
methyl- and Levallorphan are shown in the sup-
plementary materials (Table A1). The ALOGPS
ranks were calculated for all analyzed molecules
and were used for all studies reported in this
article.

Real/Surrogate data selection: For each ana-
lyzed molecule from the PHYSPROP database
correlation coefficients to each molecule from the
reference database (Pub_NZ or iResearch library)
were calculated using Spearman rank correlation.
Thus for each PHYSPROP molecule we calculated
2,454,537 and 13,333,629 correlation coefficients
to molecules from PUB_NZ and iResearch li-
braries, respectively. A threshold of r2=0.3 was
used to filter out small and negative (r<0)
correlations. Thus each PHYSPROP molecule
had two lists of molecules correlated to it above
the threshold value, i.e. one from Pub_NZ and one
from the iResearch library. Then, for each PHY-
SPROP molecule we selected a molecule from the
corresponding list that had the Dth largest corre-
lation coefficient, where D is the specified dilution
rate (D=100 or D=1000). The selected molecules
formed the surrogate datasets, i.e. one set per
library. If there were less than Dmolecules in a list,
no surrogate molecule for this molecule was
selected for the corresponding surrogate dataset.
The molecules from PHYSPROP for which the
surrogate molecules were found formed so-called
real dataset. A pseudo-code for this procedure is
shown in attachment (Schema A1). By derivation,
the real and the surrogate data sets had identical
sizes. A comparison of the models developed using
real and surrogate subsets provided a good esti-
mation of the quality of surrogate data set and its
ability to substitute the original molecular struc-
tures.

ASNN models: The neural network programs
developed with surrogate and real dataset were
trained using the same neural network parameters
and descriptors used to develop the original
ALOGPS program [7].

3D models: The molecules from surrogate/real
dataset were converted from SMILES (unique,
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non-stereoisomeric representation) using Corina
[15]. The Dragon software [16] was used to
calculate 763 3D descriptors for each molecule.
The calculated 3D descriptors were de-correlated
(for each pair of descriptors with r2>0.8 we
eliminated each second descriptor in the data file)
and analyzed using the Multiple Linear Regression
program. At the end of the training, the developed
models were used to predict all molecules from the
PHYSPROP database.

Results

Why can we not share molecules at the level
of descriptors?

The possibility to disclose molecules via descrip-
tors depends on the availability of software to
generate such descriptors (indices) and on molec-
ular libraries or/and software to generate mole-
cules that step-by-step converge towards the
descriptor values of the target molecule(s). Prob-
lem-solving methods such as genetic algorithms
have been applied to reach target descriptor
values, e.g., the GROK method [17].

If the software used to generate the descriptors
is unknown and/or not generally available, the
task of identifying the molecule becomes impossi-
ble. Such approach is indeed very secure and is
used in common projects between companies [18].
However, this case cannot be considered as a
sharing of information since such data could not
be used to predict new molecules outside of the
company that initially generated the data.

Two possible scenarios can occur when disclos-
ing molecules with associated descriptors. We will
assume that a ‘‘hacker’’ is interested in guessing
the molecular structures. In one scenario, the
‘‘hacker’’ has access to a virtual library that
already contains the molecule in question. If each
molecule has a unique representation in the
descriptor space, then the hacker simply needs to
differentiate between the descriptors of the mole-
cule in question and the descriptors associated to
all other molecules in the set. The problem arises
when several molecules have exactly the same
descriptors referred to as ‘‘confused descriptors’’
[19]. Thus, using ‘‘confused descriptors’’ makes it
rather difficult to unambiguously assign one struc-
ture to an associated descriptor space. If the

number of molecules with identical descriptors is
relatively small, i.e. less than 100, the ‘‘hacker’’ can
use all such molecules for his analysis and the
approach cannot be considered as secure.

A more complex scenario occurs when the
molecule in question is absent in the virtual
library. In this case the ‘‘hacker’’ can analyze
all molecules in the available virtual library,
select molecules that best match the descriptors
of the molecule in question, e.g. using some
similarity metric between the target molecule and
the virtual compounds, and use these molecules as
starting points for an exhaustive search with, e.g.
EA-inventor [20]. Eventually after some steps, the
‘‘hacker’’ can identify a molecular structure that
will provide a perfect match to the target descrip-
tors. It is possible that the currently existing
algorithms cannot always find the perfect match,
i.e., they can get trapped in local minima and
unable to converge to the ideal solution, the target
molecule. However, one cannot rely on this
assumption. Therefore, let us assume that the
target molecule is available in the database, i.e. we
consider only the first scenario.

Let us analyze how many descriptors may
contain sufficient information to unambiguously
decode a molecule. SMILES codes represent a
simple and efficient coding of molecular structures
using a string of symbols. All further information
about the molecule can be easily derived from the
analysis of SMILES string alone. The information
content of a string is given by the Minimum
Description Length (MDL) or a minimum number
of bits required to store the string and decode it
without loss of precision [21]. The MDL is a
theoretical number since, in general, the algorithm
that provides such optimal encoding is unknown.
However, an approximate estimation of this number
can be achieved using data compression algorithms.

In order to estimate the information content of
molecules we used popular data compression
algorithms, gunzip and bzip2 (Linux) and WinRar
(Windows). The original and compressed sizes of
SMILES for a data file containing SMILES from
Pub_NZ and iResearch datasets are shown in
Table 1.

The bit rate per molecule (per atom) is defined
as a number of bits required on average to store
and decode the molecule (atom) without lost of
information using corresponding data compres-
sion algorithm.
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The minimal bit rate calculated by WinRar is
approximately equal to 2 bits/atom for the
Pub_NZ data set and less than 1 bit per atom
for the iResearch� dataset. Similar rates were
reported elsewhere [22]. This result indicates that
Pub_NZ data set contains on average more diverse
structures than iResearch. The information con-
tent of a molecule with 35 atoms from the later
dataset is on average just 32 bits. The actual MDL
number, however, can be even lower since it is
possible that the SMILES based representation of
molecules and/or the used (text compression)
algorithms are not the optimal ones. For example,
one could probably achieve better compression
rates by using one-symbol encoding of aromatic
rings which are abundant elements in the both
datasets.

The calculated number puts a severe limitation
on a number of descriptors that can be derived
from a molecule without disclosing its structure.
For example, float value index uses 32 bits. Thus,
at the theoretical limit, as little as one float index
could be sufficient to completely recover a mole-
cule with 35 atoms from the iResearch library!
This number is not related to the nature of the
descriptors, e.g. topological, quantum-mechanical
or 3D, but to the information content of the
descriptors. The limit also does not assume the
existence of an algorithm that is able to reverse-
engineer the structure of a molecule from its
descriptors. Some descriptors could be easier to
decode, while others may require the development
of more complex algorithms. However, the ab-
sence of an algorithm (or the absence of knowl-
edge that such algorithm does exist) cannot be
considered as insurance that reverse engineering is
impossible. Thus, unfortunately, we need to con-
clude that molecular descriptors can be, at least in
theory, used to reverse engineer the underlining
molecular structure.

Surrogate data

So far we considered the case of releasing descrip-
tors generated from proprietary data to the public
domain. But is this the only way to disclose the
data?

One of us, Ruben Abagyan, proposed to
simplify the exchange and distribute molecular
structures along with the data with one caveat, the
structures will be different and only closely resem-

ble the originals. This method does not require any
predefined indices and special software to gener-
ate, read, and interpret them [23]. The permutation
may include exchange of rings and groups, which
would make it impossible to recognize the original
molecule. This approach, however, will not work
unless we know which changes should be allowed
(i.e., they should not influence the structure–
property relationships (SPR) with the target prop-
erty) and which changes should be excluded (since
they dramatically alter the SPR). This is only
possible by modeling the given property. If we have
a model, we can predict which changes should be
allowed and which are not. However, within the
model we can also predict how each alteration of
the molecular structure will influence the property
of the molecule. Thus, assuming one can reliably
predict new compounds and we are confident
about our accuracy, one could simply release the
predicted molecules, i.e. surrogate data, instead of
the original compounds used to develop the model.
The surrogate molecules should be accompanied
by surrogate activities, i.e. activities that are
predicted by the model for these molecules.

Thus, instead of releasing descriptors of real
molecules and be exposed to reverse engineering
attempts, the companies may release surrogate
data associated with complete (but fake) molecular
structures. Such data could still be valuable to the
public domain, since it could be used to develop
new methods that could result in improved pre-
dictions for chemical compounds. Assuming the
surrogate data set is prepared with some minimal
caution, such disclosures would make reverse
engineering efforts impossible, and the original
structures could not be recovered.

Below we consider a practical example to
develop a program to predict lipophilicity of
chemical compounds using surrogate data.

Surrogate logP models

In our previous studies we introduced the distance
between molecules in space of models as a corre-
lation of residuals of the ensemble of neural
network models [8, 9]. The same distance can be
used with any ensemble of models, not necessarily
based on neural networks. It was also shown that
the distance in space of models can be used to
evaluate a quality of predictions in ALOGPS 2.1
program [24]. Molecules with a low maximum

753



correlation coefficient to any other molecule in the
training set are likely to have large prediction
error. For example, if the maximum correlation of
a new molecule to any molecule in the training set
is less than 0.3, the expected error is >0.7 log. The
expected error is however 0.3 log unit if maximum
correlation to any molecule in the training set is
r2>0.6 [24].

The correlation coefficients calculated between
all molecules in Pub_NZ and iResearch datasets
and PHYSPROP database are shown in Figure 1.
We also include the Spearman correlation coeffi-
cients calculated by random shuffling of the ranks
order. This later distribution evaluates the noise.
In first, it is clear that correlations r2>0.35 are
non-random. Furthermore, Pub_NZ contains
more molecules that are more similar to the
PHYSPROP training set molecules, compared to
the iResearch library. This result is not surprising
since Pub_NZ incorporates a large number of
small molecules from NCI and PubChem that are
not always ‘‘drug-like’’. On the contrary, iRe-
search contains commercial compounds catered to
the pharmaceutical industry, which are expected to
be more ‘‘drug-like’’. Since most PHYSPROP
compounds are not ‘‘drug-like’’, the PHYSPROP
and Pub_NZ data sets are more similar.

Even though Pub_NZ is 5 times smaller than
iResearch, one can expect to find on average, for
any molecule in PHYSPROP, Nsel=96 and
Nsel=142 molecules in Pub_NZ and iResearch
datasets with the correlation coefficient of r2 ‡ 0.3,
respectively. Of course, because of the chance

effect, one can select some completely unrelated
molecules. The noise curve predicts that for the
same databases, one can find Nnoise=12 and
Nnoise=58 correlations with r2 ‡ 0.3 completely
by chance. Thus, if we use this threshold and select
surrogate molecules, the chance to select non-
related molecules with r2 ‡ 0.3 is 8:1 for Pub_NZ
and 2.5:1 for iResearch. The standard way to
measure the signal to noise ratio is 20*log (Nsel/
Nchance); the corresponding curve for both data-
bases is shown at Figure 2.

The molecules in the PHYSPROP database
range from very simple, e.g. ethane (MW=30), to
very large ones, e.g. Pengitoxin (CAS RN 7242-04-
8, MW=991). Depending on their structure they
can have different number of molecules correlated
to them above some threshold. Figure 3 demon-
strates the distribution of the number of molecules
in PHYSPROP having more than N molecules
with r2 ‡ 0.3 in iResearch and Pub_NZ. There are
11 molecules in PHYSPROP each having more
than 8192 molecules correlated above the threshold
in iResearch library.

The selection of the most correlated molecules
in the iResearch or PubNZ datasets would provide
the best surrogate data to develop the model.
However, there is the possibility that these mole-
cules share the same chemotype. It is therefore
safer to order all molecules correlated with the
proprietary one, and to select as the surrogate
molecule not the nearest but, e.g., the D=100th or
even D=1000th molecule in the list. We will call
the number D the dilution rate. Thus, the

0.001

0.01

0.1

1

10

100

1000

10000

100000

1000000

10000000

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

correlation coefficient

nu
m

be
r 

of
 m

ol
ec

ul
es

 

Pub_NZ

Pub_NZ*

iResearch

random

Figure 1. The average number of molecules in respective databases with higher or equal correlation coefficient to an average mole-
cule in the PHYSPROP database. The Pub_NZ results (gray) were multiplied by 5.4 (Pub_NZ*), to match the number of com-
pounds in iResearch library.

754



proprietary and surrogate molecules will be sepa-
rated with at least D=100 or D=1000 other
molecules. Even if the ‘‘hacker’’ would be able to
use precisely the same measure of similarity and
the same databases to perform his search, he/she
will face with a problem of having 100 or 1000
molecules as the result of this search. In addition,
the ‘‘hacker’’ will never be sure that the target
molecule is in his collection. It is also possible to
use much larger databases of chemicals or to select
compounds from databases calculated by complete
enumeration of all chemical structures. In addition

to the correlation in space of models, one could
also use Tanimoto or other similarity coefficients
to select non-related molecules.

Some molecules in PHYSPROP and their
diluted analogs at D=100 and D=1000 in iRe-
search library are shown in Figure 4. As it is clear,
dilution at D=100 makes it impossible even to
guess the original molecules in the PHYSPROP
database. Of course, all molecules have some
similarity, i.e. they carry chemical groups impor-
tant for their lipophilicity.

Using the dilution rate of D=100 we selected
molecules that had at least this number of neigh-
bors with r2 ‡ 0.3 in both databases, respectively.
This provided us with N=1949 and N=1671
surrogate molecules for Pub_NZ and iResearch
datasets, respectively. The activities of the surro-
gate data were predicted using the ALOGPS
program. Thus, we could find sufficiently diluted
molecules in the databases only for 13–15% of
molecules. The probability of a molecule to be
used as prototype for the surrogate data was
highest for molecules with the number of non-
hydrogen atoms in the range from 20 to 40
(Figure 5). Small molecules as well as very large
molecules were less correlated (more dissimilar)
from the molecules in both analyzed databases.

The surrogate datasets as well as their corre-
sponding real datasets (i.e., molecules which were
used as prototypes of the surrogate data) from the
PHYSPROP were used to develop ‘‘new’’ logP
prediction programs which were tested to predict
all molecules from the PHYSPROP database. The
calculated results indicate that the surrogate and
real datasets gave practically the same prediction
ability for the PHYSPROP database (Table 2).

The prediction performance calculated using
the Pub_NZ as a source for surrogate data was
considerably higher than that of the surrogate data
set created using the iResearch library. This result
is clear if we take into account the signal-to-noise
ratio at the used threshold correlation coefficient
(Figure 2). The surrogate data produced using
Pub_NZ set were cleaner, the dataset was larger
and thus the overall performance of the program
developed using these data is higher.

So far we used the same system of descriptors
(E-state indices [11–13]) and the same method
(Associative Neural Networks) to select surrogate
data and then build new models. However, in
practice, one would like to use different sets of
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descriptors and methods to develop predictive
models. It is possible that the performance of
different sets of descriptors may depend on their
similarity to the original descriptors used to select
the surrogate molecules. However, if the predic-
tions for surrogate molecules are correct, one

should be able to develop new reliable models
using completely different descriptor sets and
statistical models.

In order to test one of the most difficult cases,
we have developed a model using 3D descriptors
and multiple linear regression method, as
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described in the method section. The 3D descrip-
tors represent a very different method to describe
the property of molecules, compared to topolog-
ical indices; the overlap in information content
between 2D and 3D descriptors has been estimated
as 40% [25]. Surprisingly, the performance of the
surrogate model for the prediction of the PHYS-
PROP set was even better than the one based on
the original molecules. A closer look at the
predicted values revealed that a number of

molecules, particular simple ones, had an extre-
mely poor prediction with both real and surrogate
data models. For example, CS2, logP=1.94, and
CO2, logP=0.83, had predicted logP values of 13.4
and 6.86, respectively, using the original mole-
cules, and 4.03 and 4.15 respectively when using
surrogate data. This result has a simple explana-
tion: The surrogate and original molecules con-
tained a small number of simple molecules
(Figure 5), therefore the prediction ability of
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hydrogen atoms (NH). The very simple molecules composed of just few non-hydrogen atoms (NH<10) or very large molecules
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Table 2. Prediction accuracy of models developed with real and surrogate models for the 12903 molecules from the PHYSPROP
database [14].

Indices/Method Training set size prediction performance for the PHYSPROP set

r2 RMSE MAE

real datasets

E-state/NNa 1949 0.87 0.69 0.47

E-state/NNb 1671 0.88 0.65 0.46

3D/MLRAa 1949 0.45 (0.84)c 1.75 (0.72) 0.74 (0.56)

surrogate datasets

E-state/NNa 1949 0.85 0.72 0.50

E-state/NNb 1671 0.67 1.1 0.64

3D/MLRAa 1949 0.69 (0.82)c 1.04 (0.73) 0.71 (0.57)

aReal and surrogate sets were selected by mapping of PHYSPROP molecules to the Pub_NZ database.
bReal and surrogate sets were selected by mapping of PHYSPROP molecules to the iResearch library.
cStatistical parameters after filtering of heavy outliers with absolute error >2 log units (647 and 559 out of 12903 PHYSPROP
molecules for real and surrogate models, respectively) are shown in parentheses. E-state/NN models were developed using 75 E-state
indices and ASNN. 3D/MLRA models were developed using 3D descriptors and multiple linear regression analysis. r2 is square of
Pearson correlation coefficient between predicted and calculated values. RMSE is root mean squared error. MAE is mean absolute
error.
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models developed from both the original and
surrogate molecule subsets are particular poor for
these classes of compounds. The same problem is,
of course pertinent for the E-state indices. How-
ever, the E-state indices were weighted with a
function of molecular weight [7] and are appar-
ently less sensitive to this problem.

After excluding all prediction outliers, identi-
fied as molecules that had prediction error higher
than 2 log units, the prediction ability of models
developed using original and surrogate data was
quite similar but lower to that of the models
developed using E-state indices. Of course, a more
accurate analysis of 3D data, e.g. an optimization
of molecular structures taking into consideration
stereoisomerism and using quantum-chemical cal-
culations, may produce better 3D models. This
was not, however, the primary goal of the current
study and we did not pursue it further. We simply
wanted to demonstrate that surrogate molecules
can be used to calculate new sets of indices and
build new models, and that models calculated
using the same number of molecules with real and
surrogate data have similar prediction perfor-
mance.

Discussion

The theoretical analysis of the information content
of molecules provided in this article suggests that it
is possible to reverse-engineer molecular structures
from descriptors. Thus the sharing of molecular
indices in the usual way, i.e. to generate indices
from the molecular structure and to provide them
along with property data, is not safe and may
expose the underlying chemical structures.

A traditional way to share such information is
a confidentiality agreement between the company
that releases the molecules and the academy/
industry providing the data analysis. However,
given the global reach of the Internet, there is a
danger that such information can be intercepted
by unauthorized third parties, i.e. by unauthorized
access to computer. Encoding molecules using
public surrogate data is a reliable alternative that
will make impossible decoding the underlying
structure, even if the data are publicly released.

Regarding bit rates and the statement that as
little as 1 descriptor can be used to decode the
molecule: While these numbers sound very drastic,

a simple example may help to understand them
better. A comprehensive discussion of information
theory is definitely beyond the scope of this paper.
The internal representation of a molecule with 35
atoms in the WinRar zipped file is less than 32 bits
per molecule as given by the size of this file. It is
possible to take the bits corresponding to such
molecules and convert them to a long integer (or
float value) number representing a molecule from
the database with just one descriptor. Of course, in
this example the ‘‘WinRar’’ descriptor can be any
value from the whole possible range of long integer
values, i.e. from )2147483648 to 2147483647 and
numbers should have all digits as significant ones.
Such descriptor perhaps looks too artificial. How-
ever, if two indices instead of one are used, the
range of these descriptors, )32768 to 32767, may
appear more ‘‘reasonable’’. Four indices will have
range from )255 to 256 only, i.e. below the
accuracy of usually used float descriptors. Defi-
nitely, the considered example is an oversimplifi-
cation but it demonstrates some theoretical limit
on the number of bits. In practice, nobody uses
WinRar to generate molecular indices. However,
the attempts to develop non-redundant system of
indices covering the molecules, e.g. large systems
like fragment-based descriptors [26, 27], or E-state
indices [12], or even small systems like the newly
proposed Shannon-based descriptors [28] may
contain enough information to completely decode
the molecules. Thus, there is always a danger that
a given system of descriptors, or combination of
them, may contain sufficient information to
reverse engineer the original molecular structures.
In general, each system of indices should be
mathematically proven to be a secure one, but
this can be as difficult as to solve Fermat’s last
theorem [29]. However, to break the system, it is
enough to design an algorithm to reverse-engineer
structures from indices. Thus, it will be difficult to
get a consensus on methods to publicly release
data with indices for which the reverse engineering
issue is unknown. From another perspective, an
attempt to design ‘‘unbreakable’’ system of indices
may result in decreased quality of the generated
indices below the level that they can be used in the
QSAR studies.

The proposed approach is an amalgamation of
ideas discussed in relationship to ‘‘confused
descriptors’’ [19], ‘‘permutated molecules’’ [23]
and sharing data using shuffled ranks of molecules
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[24]. Two former approaches were already men-
tioned. The later approach proposed to share
molecules as shuffled ranks of models. Unfortu-
nately, it can be used only with the model from
which the ranks were generated. The surrogate
molecule can be considered of as having shuffled
ranks compared to the real molecule. Thus the
surrogate molecule is the ‘‘materialization’’ in a
chemical entity of ‘‘a ghost’’ represented by the
shuffled ranks. While the concept of surrogate data
proposed in this study is essentially the same as that
of shuffled ranks, the consequences of having
molecular structures associated with data for mod-
eling, instead of the abstract ranks, provides a
dramatic improvement in the development of meth-
ods for safe exchange of chemical information.

The surrogate data also is an extension of the
secure linear regression method [30]. Rather than
to transmit the (sufficient) model parameters, we
transmit surrogate molecules that themselves carry
sufficient statistics to build new models. A simple
illustration of this idea can be done using support
vectors in the SVM method [31]. The support
vector for the classification task is the training
point that determines the boundary (that is opti-
mal according to some criteria) for the classifica-
tion. Thus support vectors contain the sufficient
statistics about the model. The surrogate vectors
can be identified as some, e.g. linear, combinations
of original support vectors in such a way that they
contain the same information as the original
support vectors. The surrogate vectors can then
be back-projected to the space of molecules to
define the surrogate data.

In this article we clearly demonstrated that the
use of surrogate molecules provides the possibility
of developing models that are as predictive as
those developed from the original data. Moreover,
this method allows one to identify and calculate
new sets of descriptors, and to build new predictive
models. Indeed, we used two completely different
systems of indices, E-state and 3D; both of them
produced comparable results starting from the real
and surrogate data sets. This result was possible
because ALOGPS reliably predicted the logP of
surrogate molecules. Therefore we could develop
new models using predicted rather than the exper-
imental values.

Instead of sharing the original data, companies
may share surrogate data, i.e. data for which their
internal or external model (e.g., ALOGPS) makes

a confident and precise property prediction. Shar-
ing surrogate data is nothing more than sharing
fake molecules associated with reliable and precise
property predictions. As long as the shared com-
pounds contain sufficient statistics about the
underlying chemical or biological property, the
models developed using shared data will provide
the same prediction ability as the original data.
The proposed methodology can work very well for
development of ADME/T properties but may be
not applicable to models of biological activity, i.e.,
binding constants to receptor. Moreover, in some
cases even the type of the biological activity could
not be named since it may disclose the field in
which the company is working on. Of course, if
some companies are not interested to share some
data there is no way to do it.

However, even development of a robust
model to predict only the lipophilicity of chem-
icals can be very important. Despite the tradi-
tional opinion that this property is easy to
calculate, the evaluations of several popular
programs by Pfizer [3], AstraZeneca [4] and
Merck [32] calculated poor performance of
considered algorithms (the absolute mean aver-
age errors were quite often above 1 log units) for
datasets of tens thousands compounds. There is,
however, no reason why the current method will
not work for aqueous solubility, which is even a
more difficult property to predict. The surrogate
data should be separately generated for each
property and data for logP may not work for
aqueous solubility or CaCO2 permeability of
molecules. Definitely, the molecular features
important for these types of activity may not
be conserved in the surrogate data generated
using the lipophilicity model.

One question that remains to be addressed by
the practice of safe exchange of chemical informa-
tion is the following: Given that reliable predictive
models are needed to initiate the process, will the
final outcome be positive? In other words, will the
effort of collecting large datasets of surrogate
molecules and their associated predicted proper-
ties, lead to an overall improvement in our
predictive abilities? Will we, for example, be able
to get the ultimate logP prediction models? Or will
‘‘local’’ vs. ‘‘global’’ modeling effects continue to
be present?

The proposed solution to the safe exchange
of chemical information can only be used in
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connection with global models. If the developed
model is very local and explains just a particular
series of (confidential) compounds, only molecules
with this particular chemotype can be used as
surrogate data. It will further depend on the
descriptors used to generate the model. Some
descriptors will generalize to predict compounds
across series, and some are likely to prove useless.

The solution proposed in the current article, to
select molecules with reliable predictions, was
based on the analysis of the distance in space of
models and on searching molecules in publicly
available databases. The use of very large data-
bases will make it possible to create even more
appropriate surrogate data. It would be very
interesting to investigate databases derived from
the complete enumeration of molecular structures.
Such efforts have already been considered for
alkanes with MW up to 300 [33]. Such a database
would provide an exhaustive coverage of mole-
cules, and would allow the release of a significantly
larger amount of surrogate data, compared to the
13–15% achieved in this study.

For some compounds, it will be impossible to
find a good quality surrogate. These are, for
example very simple molecules in PHYSPROP,
like ethane or ethylene. They have unique combi-
nations of indices such that no structures could be
highly correlated to them. In one scenario, such
molecules could be excluded and no surrogate
structures will be provided. Another possibility is
to release not one, but several molecules that are
correlated with the ‘‘difficult’’ structure, but
selected below the threshold correlation level.
Such data might contain sufficient information
about the difficult molecule to derive a useful
model. Using the noise/signal framework will
make it possible to provide theoretical estimations
how many surrogate molecules should be released
for each noise to signal ratio.

There is a simple and elegant explanation of
an apparent superior performance of models
with surrogate data using 3D structures
(MAE=0.74 vs. MAE=0.71 for prediction of
the PHYSPROP set using models with real and
surrogate data, respectively). One can speculate
that the surrogate data contained more informa-
tion about outlining molecules than the real
molecules. Indeed, the activity prediction of
surrogate data was done with the ALOGPS
model that was calculated using all PHYSPROP

data. Contrary to that, the real molecules
contained just experimental values for them-
selves. Thus the models calculated using the real
data had lower extrapolation properties com-
pared to models calculated using surrogate data
set of similar size.

Notice that in this study we completely
ignored the chirality of molecules before using
them in 2D fi 3D conversion with Corina pro-
gram. This was done intentionally, since the
quality of 3D structures was different for real
and surrogate data and could dramatically bias
the prediction ability of the models. The use of
chirality-free information allowed us to compare
both sets under equal conditions. The use of
correct 3D structures may significantly increase
the prediction ability of models for both real and
surrogate data and can be a topic of further
studies; however, it is well known that lipophi-
licity does not change with chirality. A further
improvement could be to use another more
appropriate 3D descriptors for the study. This
may considerably improve the prediction rate of
both models. There is, however, no reason to
suppose that the comparative performance of
both models will change.

The measure of similarity as correlation ranks
of models is very specific. For example, only 5876
out of 2,4 M compounds (0.23%) in Pub_NZ
have coinciding ranks, i.e. ‘‘confusing descrip-
tors’’. The number of such molecules in iResearch
library is 36,304 or just 0.27%. These numbers are
by an order of magnitude smaller that the
corresponding ‘‘confusion rates’’ for the iRe-
search library calculated using MDL-320
(14.5%), Daylight 512-FP (15.2%) or even Day-
light 2048-FP keys (5.3%) [19]. The molecules
with the same rank are usually from the same
chemical series and are just different in positions
of several substituents. Thus the ALOGPS rank
coding makes an excellent effort in separating the
molecules. This is intentional, otherwise the
program would not differentiate molecules with
different logP values and would not provide
reliable predictions for new compounds. Thus
we anticipate that attempts to develop highly
‘‘confusing’’ descriptors may run the risk of
having reduced prediction abilities.

The proposed surrogate data approach will not
confuse all the data, just those structural features
that are not related to the underlying property.
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The produced surrogate data can be highly specific
for the property they are generated to represent.
They may also be used, perhaps, to develop a
model for closely related properties. For example
we recently demonstrated that the ALOGPS
program, developed to predict logP of neutral
compounds can reliably predict the logD of
charged species using simple correction of its
results in ASNN method [3, 4]. Thus, the corre-
lation measures in both logP and logD spaces are
rather similar, yet obviously different.

Conclusions

The 229th ACS symposium challenge asked if
secure data sharing is possible [34]. An answer was
given for the common idea of data exchange using
indices and a new method using surrogate mole-
cules was proposed. The validity of the method for
prediction of lipophilicity of compounds was
demonstrated and a sound estimation of the

complexity to make ‘‘reverse-engineering’’ of the
proposed approach was provided. Thus, in this
study we introduced a new approach to share
complete collections of surrogate molecules with-
out the danger of disclosing the underlying molec-
ular structures.
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Table A1. An example of different representations of molecules.

Morphinan-3-ol, 17-methyl- Lavallorpham

Representation of molecules as SMILES

C12=C(C=C(O)C=C1)C34C(C(C2)N(C)CC3)CCCC4 C12=C(C=C(O)C=C1)C34C(C(C2)N(CC=C)CC3)C-

CCC4

Representation of molecules as 2D graphs

Representation of molecules as E-state indices

SaaCH 6.1180 SaaCH 6.1120

SaasC 3.4341 SaasC 3.3943

SsCH3 2.3002 SdCH2 3.9441

SsOH 9.9140 SdsCH 2.0577

SssCH2 9.1443 SsOH 9.9849

SsssCH 1.5420 SssCH2 9.9861

SsssN 2.5873 SsssCH 1.4475
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Table A1. Continued.

SssssC 0.3767 SsssN 2.6498

SsOH(phen) 9.9140 SssssC 0.3402

SsssN(al) 2.5873 SsOH(phen) 9.9849

Se1C1N3s 2.5833 SsssN(al) 2.6498

Se1C2C2ss 5.6089 Se1C2C2ds 1.6881

Se1C2C3sa 1.4264 Se1C2C2ss 5.5361

Se1C2C3ss 2.1553 Se1C2C3sa 1.4099

Se1C2C4ss 1.8407 Se1C2C3ss 2.0911

Se1C2N3ss 1.9941 Se1C2C4ss 1.7867

Se1C3C3ss 0.7539 Se1C2N3ss 3.8970

Se1C3C4as 1.0486 Se1C3C3ss 0.7090

Se1C3C4ss 0.5697 Se1C3C4as 1.0293

Se1C3N3ss 1.8091 Se1C3C4ss 0.5334

Se1C3O1a 6.6004 Se1C3N3ss 1.8102

SeaC2C2aa 2.2600 Se1C3O1a 6.6434

SeaC2C3aa 7.2003 Se2C1C2s 3.2680

SeaC3C3aa 1.6493 SeaC2C2aa 2.2642

SeaC2C3aa 3.2361 SeaC2C3aa 7.1936

SeaC3C3aa 1.6400

Representation of molecules as 64 predicted neural networks values (rounded to 3 significant

digits)1

3.63 3.51 3.69 3.70 3.81 3.76 3.82 4.25 4.07 4.42 4.22 4.43 4.30 4.29

3.63 3.62 3.76 3.47 3.71 3.81 3.72 4.31 4.11 4.44 4.08 4.24 4.24 4.38

3.79 3.54 3.53 3.76 3.66 3.66 3.81 4.34 4.28 4.12 4.24 4.21 4.29 4.34

3.61 3.58 3.47 3.85 3.81 3.65 3.63 4.18 3.91 4.04 4.50 4.44 4.24 4.14

3.63 3.70 3.81 3.70 3.65 3.38 3.57 4.30 4.24 4.34 4.13 4.21 4.07 4.33

3.62 3.46 3.79 3.52 3.67 3.73 3.63 4.34 4.15 4.24 3.95 4.26 4.21 4.21

3.41 3.63 3.39 3.51 3.65 3.49 3.72 4.02 4.28 3.83 4.06 4.41 4.01 4.31

3.67 3.67 3.56 3.58 3.69 3.65 3.80 4.44 4.35 3.92 4.17 4.30 4.30 4.41

3.52 3.53 3.73 3.78 3.53 3.65 3.70 4.05 4.21 4.25 4.43 4.38 4.22 4.25

3.84 4.51

Representation of molecules as ranks of the neural networks2

37 56 25 24 05 14 03 38 44 13 32 55 08 39 07 24 25 20 52 03

60 20 07 19 11 50 51 15 31 30 53 37 36 12 16 27 51 34 41 26

06 45 47 59 02 04 35 41 40 21 14 46 63 58 02 05 35 49 23 38

08 22 33 64 48 43 61 10 54 27 15 50 42 54 18 17 48 33 61 29

17 39 62 42 63 57 36 58 18 28 43 45 59 28 64 56 10 60 19 04

29 49 46 26 34 09 55 52 16 12 13 62 47 22 21 09 57 44 31 06

53 32 23 01 11 40 30 01

1Notice, that predictions of all 64 networks in the ALOGPS ensemble are similar but not exactly the same. Thus they can be ordered
and ranked.
2The Spearman correlation of these two molecules using the ranks is r2=0.47, i.e. molecules are highly and significantly correlated.
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